PATENT 



REMARKS 

Claims 1-13 and 15-42 are pending in the present application. In the above amendments, 
claims 1, 2, 3, 8, 11, 13, 15, 18 and 22-36 have been amended, and claims 37-42 have been 
added. 

Applicants respectfidfy respond to this Office Action. 

Claim Rejections ~ 35 (JSC § 112 

Claims 1-13 and 15-36 were rejected under 35 U.S.C. §112, first paragraph, as allegedly 
tailing to comply with the written description requirement. 

The rejections of claims 1-13 and 15-36 as allegedly foiling to comply with the written 
description requirement are respectfully traversed. The examiner asserts that the "specification 
does not describe receiving data over a broadcast channel, concatenating that data with other data 
and applying a cryptographic function to the concatenation to determine a key . . , ." See, Office 
Action, page 4, item 10. 

fhe specification describes, u fi]n one embodiment the function d3 defines a 
civpiogiaplue type t unction In aa e\unplars embodiment. SK, is computed as 
SK SHA^BAh. SKI) " Sec specification paragraphs J0K"j and llU8b| in the claims, the 
fbst pan eompnscs the fiist ke\, which, loi example, eoi respond- to the B \K aiu' second past is 
based on mfoimatioa Sviii on the broadcast channel, vdiieli sccoik pa:t. fot e\.vnp'c. v.onesp,.nds 
;o the Ski A?, de<-etibed m pajag'.aphs 1C6'? and f'.O'/l , a p. mum nt me Ski mas he 
piedtctabic i c i: . Ai ouch as die s\->terr time, and aroihes poiuon may be sent on iie 
broadcast channel Jc^i SKi B) \ppLe,mls assert that the specification oesoi hes the claimed 
subject matte^ sn a was tha" reasonabl\ (.ome\s <o o<ie skbVd n the art that :hc applicants lias 
possession of the claim imeulion and iheiefoie. the specification complies with the wnltcn 
descripti on requiremen t 

Accordingly, the rejections of claims 1-13 and 15-36 as failing to comply with the written 
description requirement should be withdrawal. 
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Claim Rejections SS I SC ,<j 101 

Claims 1-13 and 27-30 were rejected under 35 U.S.C. UOI as allegedly not falling within 
one of the four statutory categori es of invention citing In re Bilski, 88 USPQ2d 1 385 

The rejcctiors of claims 1-13 and 27 30 as allegedly not falling within ore of the four 
i>urjto:> category of mvenUen aie respect! 1 J1> tt a versed On August 24, 200O„ a 
Mb\TQRA\ni\i \\as p-omul gated eem.urnng "interim li\ammui;on Infractions Fo: 
Jrva'uaUng Subject Matter hbgibihtv Under 35 USC $101." The Interim Lxannrat'on 
instruction^ provde guidance pe/diug a final decision bom the Supume C--UH in Bihki \ 
Kappos 1 heie arc hvo etftes.a for dcieimnung subject mattct e)ig-hiiif> i he claimed indention 
( i)mojst be directed to one of the four statutory categories, and (2) must not be wholly directed to 
subject mattei encompassing a nuheial!> letoguized exception ( laun« 1 13 ants 2 7-30 recite a 
process, which is one of the foui skitutotv categories A p-ocess chum. U- be statutory under 
§ 101. tuum pass a macbme-ordrunsToinnnon test, which ensures that the psoc**s is hrntoo to a 
part' eulai pjaetica: application. "[I Irar.sformation of electronic data has been found when the 
nature of the data has beer change J such that it has a odUiert function oi is ^uitahlt for a 
different use " See Inteilm lixammatior Insti actions, page 6 (emphasis ndcktl». 

Claim I recites, "encrypting the fir< key with die regisuatiou lev'' and "sending the 
encrypted in til key to the mobile station paitieipatmg m the transmission . . . " The enervptec 
liisS key is <--U'table foi a dillereut use than, the unenesvpted fust key Namely, securely sending 
the encrypted fust key to tlx while station pattiespahng in the iransir.is-.ion, which security may 
not be available foi the unencrypted IrM key Futmet. the process is tied to a particular mat hme, 
whicli machine ts th<. mobile station participating m the transmission, because the tnoiypted first 
key is sent to the mobile station participating in tlic tiansmtssion. Claims 2-10 ai d 2 /-28 depend 
from independent claim 1 . 

Claim 1 i recites, "receiving a registration key specific to a mobile station participating 
participant in a transmission", "receiving a first key encrypted with, the registration key", 
"decrypting the first key with the registration key", and "determining a second key using a 
cryptographic function and the first key, for decrypting content on a broadcast channel . . . .' ? The 
decrypted first key is suitable for a different use than the encrypted first key. Namely, the 
decrypted first key is used to determined a second key, which use may not be available using the 
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encrypted rrst kc> 1-mther, "[ajn article m r j\ can be dcetionic data that represents a phvvtal 
object or substance " See, Interim Fxammatiot Instructions, j. age 6 In cla-m 1 1 , t 1, e registtation 
kev '-pevifjc to a nubile station pa tieijvitmg ui a ttsaisnjsvou Thus. ! 1 'e p*oces- it t'ed to a 
particular machine ^hieh is tie mobile station participating ir the * ansmisston Claims* 12-14 
ano "O-^O depend tjom mcependent chun 1 1 

Atv-erciirp.v, to; the seasons gner abo\c. \ppheants asset i that ela\vs 1-1 J- and 27 30 
recite patentable subject matter. 

Hie rejections ot claims z2-23 and 33-36 as allegedly being directed to non-statutory 
subject matte? .especiialh ttasersed I he examiner asseiK that me 'claims i teste s'sstcms 
with 'means , however, the specification describes the various algorithms and steps could be 
petto: mcd usuu: so'Uvaie aieae^ p-x t"mt publication, *'' 06, * 1 0S) ' See. Office \an.n rate 5. 
item 13. 

Claim 22 ieutes "a sv.re,css commum* anon s\stem " Ihe ^tcd poiLors of the 
sncoiiicatio-i 'ails to de^ei be a •Yvstenr ihi' comprises sofhw<, a.oue ! unhei. chum 2"\ 
actos. lot example, "means un sending the eikj\ptcd first nc\ to the mobile station 
participating m the mnsrr ssion " A.ppneants asseit that software alone is no; eapaole of 
accomplr.shirs* this eVmem As described m the e t ted para«iapL T)lo8J, ~\t he i.teps o'"o method 
oi algout mi Jeserhea in connection ^ith the embodiments here n nv.v ie embodied ducerly ,r 
haiduare, m a software module e*eeuful b\ a processor, or m a combination ,>t the two " 

Smikuh. >,laun 23 incites an "mrs^trnetuie csemem, composing means tor reeetwng a 

registration key specific to a mobile station participating m a transmission; " Applicants 

as:,ut that so*tv\ve alone is v<\\ capable oi ateompbshjkg tins Jemcnt 4s desenbed tr ihe uteri 
paragraph fO'OS" \toe steps of a method oi iVorthm described m connection \wih the 
embodiments her cm mav be embodied rireJ.o, m rusev.ate, m a software module CKCcuted bs a 
processor, oi m a combination ol the tvvo " 

Furme\ m element of a cLim expresses as a meoiH tor rjoriormmg a specified function 
"shall be consumed to unci tlie eourspourimg structure ctc^e, bed m the spt-ci'i^moo 
3d L S C i} 12. *6 "1 he scope of a 'means' hunt ikon is defined a * the eouesponriu/' structere 
o v nidten<\ set toirr m me writer descrmnots and cqutsrJcnls thoreoi * See \U'h r 2100 V A 
huther the ■ SP'K) m~v not disiegvui yjcejuse disclosed m the specific at, on thai eenespoiuU V 
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means (or step) plus function language. In re Donaldson Co., 16 FJd 1189, 29 USPQ2d 1845 
(Fed, Cir. 1994) (emphasis added). By asserting that the claims can cover software alone, 
without any hardware, the Examiner is not following the clear directive in the statute for 
■construing means for claims, namely, that means for claims "shall be construed to cover the 
corresponding structure . . . described in the specification," Examples of corresponding structure 
are clearly shown in Figures 3, 4, 5, 6 and 8A-8D, and described throughout the specification. 

Also, as explained in the Manual of Patent .Examining Procedure (MPEP), "the burden is 
on the USPTO to set forth a prima facie case of unpatentability. Therefore if USPTO personnel 
determine that it is more likely than not that the claimed subject matter falls outside all of the 
statutory categories, they must provide an explanation." MPEP 2106, IV. B. Applicants assert 
that the Examiner has not provided an explanation on. why the wireless communication system 
of claim 22 is not a tangible machine. Similarly, Applicants assert that the Examiner has not 
provided an explanation on why the infrastructure element of claim 23 is not a tangible 
machine. Instead, the examiner directs attention to steps of a method and algorithm, which are 
not the subject of claims 22 and 23. 

Accordingly, the rejections of claims 22 and 23 as directed to non-statutory subject matter 
should be withdrawn. Similarly, the rejections of dependent claims 33-36 likewise should be 
withdrawn. 

The rejections of claims 24-26 as allegedly being directed to non-statutory subject matter 
are respectfully traversed. Claim 24 recites a "digital storage device, comprising: first set of 
instructions for . . . ." As explained in the Interim Examination instructions "a claim to a non- 
transitory, tangible computer readable storage medium per se that possesses structural 
limitations under the broadest reasonable interpretation standard to qualify as a manufacture 
would be patent-eligible subject matter. Adding additional claim limitations to the medium, 
such as executable instructions or stored data, to such a statutory eligible claim would not 
render the medium non-statutory, so long as the claim as a whole has a real world use and the 
medium does not cover substantially all practical uses of a judicial exception. The claim as a 
whole remains a tangible embodiment and qualifies as a manufacture." See, Interim 
Examination instructions, page 4 (emphasis added). Similarly, the digital storage device recited 
in claim 24 is qualifies as a manufacture, and the additional claim limitations to the 
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"instructions" doe not render the digital storage device as non-statutory. Accordingly, the 
rejections of claims 24-26 as directed to non-statutory subject matter should be withdra wn. 

Claim Rejections - 35 (JSC § 103(a) 

Claims 1-5, .10-11, 1.3, 15-16 and 18-24 has been rejected under 35 U.S.C. 103(a) as 
being unpatentable over the Richards patent in view of a publication by IEEE. Claim 6 has been 
rejected under 35 U.S.C, 103(a) as being unpatentable over the Richards patent in view of the 
IEEE publication, and further in view of a publication by LinuxGurux. Claims 7-9 have been 
rejected under 35 U.S.C. 103(a) as being unpatentable over the Richards patent in view of the 
IEEE publication, and further in view of a publication by Schneier. Claims 12 and 17 have been 
rejected under 35 U.S.C. 103(a) as being unpatentable over the Richards patent in view of the 
IEEE publication, and further in view of U.S. Patent No. 6,073,122 to Wool. Claims 25, 27, 29, 
3 1 , 33 and 35 have been rejected, under 35 U.S.C. 103(a) as being unpatentable over the Richards 
patent in view of the IEEE publication, and former in view of U.S. Patent No. 6,536.041 to 
Knudson et al, Claims 26, .28, 30, 32, 34 and 36 have been rejected under 35 U.S.C. 103(a) as 
being unpatentable over the Richards patent in view of the IEEE publication, and further in view 
of U.S. Patent No. 5,778,069 to Thomlinson et al. 

The rejection of claim 1 as allegedly unpatentable over the Richards patent in view of the 
IEEE publication is respectfully traversed. Amended claim 1 is directed to a method for secure 
transmission, that (among other things) comprises: "updating the second key after a second time 
period has elapsed, wherein the updated second key is determined based on two parts, a first part 
comprising the updated first key and a second part based on information sent on the broadcast 
channel, and wherein the first part and the second part arc concatenated to generate the second 
key using a cryptographic function." 

The Richards patent fails to disclose updating the second key after a second time period 
has elapsed, wherein the updated second key is determined based on two parts, a first part 
comprising the updated first key and a second part based on information sent on the broadcast 
channel, and wherem the first part and the second part are concatenated to generate the second 
key using a cryptographic function. The IEEE publication discloses a secret key concatenated 
with an initialization vector IV, and the resulting seed, input to a pseudo-random number 
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generator (PRNG). The PRNG outputs a key sequence. The secret key Is distributed to 
cooperating stations (STA by an externa! key management service. 'The secret key remains 
constant while the IV changes periodically." See, page 64, paragraph 3. 

The examiner asserts that the PK (program key) disclosed in the Richards patent is 
"equivalent to the WEP key." See, Office Action, page 7. Applicants respectfully disagree with 
this assertion. The PK in the Richards patent changes at times 0, 2, 4, 6, 8, 10, etc. See, Figure 
23. In contract, the WEP secret key remains constant. Applicants, assert that the WEP secret key 
is equivalent to the user encryption key variable (UEV) of the Richard patent. See, Figure 26, 
elements 112 and 133. Thus, Applicants respectfully assets that the IEEE publication fails to 
remedy the disclosure deficiencies of the Richards patent. 

For these reasons, the rejection of claim 1 as allegedly unpatentable over the Richards 
patent in view of the IEEE publication should be withdrawn. 

Claims 2-5 and 10 depend on independent claim 1, and for the reasons discussed above 
with respect, to claim 1, the rejections of claims 2-5 likewise should be withdrawn. 

Claims 11, 13, 15-16 and 1 8-24 are method, infrastructure element, wireless 
communication system, and digital storage device claims defined by language similar to that 
discussed above with respect to of method claim 1 . For the reasons discussed above with respect 
to claim 1, the rejections of claims f 1, 13, 15-16 and 18-24, as allegedly unpatentable over the 
Richards patent in view of the IEEE publication, should be withdrawn. 

The rejection of claim 6 as being unpatentable over the Richards patent in view of the 
IEEE publication, and further in view of the LinuxGurux publication is respectfully traversed. 
Applicants assert that the LinuxGurux publication Mis to remedy the disclosure deficiencies of 
the Richards patent and the IEEE publication as described above with respect to claim 1. 
Accordingly, Applicant respectfully requests the Examiner to withdraw the rejection of claim 6. 

The rejections of claims 7-9 as being unpatentable over the Richards patent in view of the 
IEEE publication, and further in view of the Schneier publication are respectfully traversed. 
Applicants assert that the Schneier publication fails to remedy the disclosure deficiencies of the 
Richards patent and the IEEE publication as described above with respect to claim 1. 
Accordingly, Applicant respectfully requests the Examiner to withdraw the rejections of claims 
7-9, 
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The rejections of claims 12 and 17 as being unpatentable over the Richards patent in view 
of the IEEE publication, and further in view of the Wool, patent are respectfully traversed. 
Applicants assert that the Wool patent fails to remedy the disclosure deficiencies of the Richards 
patent arid the IEEE publication as described above with respect to claim 1. Accordingly, 
Applicant respectfully requests the Examiner to withdraw the rejections of claims 12 and 17, 

The rejections of claims 25, 27, 29, 31,33 and 35 as being unpatentable over the Richards 
patent in view of the IEEE publication, and further in view of the Knudsoa patent are respectfully 
traversed. Applicants assert that the Krmdson patent fails to remedy the disclosure deficiencies 
of the Richards patent and the IEEE publication as described above with respect to claim 1. 
Accordingly, Applicant respectfully requests the Examiner to withdraw the rejections of claims 
25, 27, 29,31,33 and 35. 

The rejections of claims 26, 28. 30, 32, 34 and 36 as being unpatentable over the Richards 
patent, in view of the IEEE publication, and further in view of the Thomiinson patent are 
respectfully traversed. Applicants assert that the Thomiinson patent fails to remedy the 
disclosure deficiencies of the Richards patent and the IEEE publication as described above with 
respect to claim 1. Accordingly, Applicant respectfully requests the Examiner to withdraw the 
rejections of claims 26, 28, 30, 32, 34 and 36. 

New Claims 

New claims 37-42 are supported in the specification at paragraph [1069]. "Some portion 
of SKI may be predictable. For example, a portion of SKI may be derived from the system time 
during which SKI is valid. This portion, denoted SKI_A, need not be transmitted to the MS 300 
as part of the broadcast service." Applicants respectfully assert that new claims 37-42 recite 
patentable features o ver the cited prior art and should be allowed. 
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REQUEST FOR ALLO WANCE 



In view of the foregoing, Applicants submit that all pending claims in the application are 
patentable. Accordingly, reconsideration and allowance of this application are earnestly 
solicited. Should any issues remain unresolved, the Examiner is encouraged to telephone the 
undersigned at the number provided below. 



Dated: December 21, 2009 



QU ALCOMM Incorporated 
5775 Morehouse Drive 
San Diego, California 92121 
Telephone: (858) 658-5787 
Facsimile: (858) 658-2502 



Respect fully submitted, 




Won Tae C. Kim, Reg. # 40,457 
(858)651- 6295 
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